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Purpose

The Information Access, Use and Disclosure Policy Resource Compendium is a supporting
document in the Information Access, Use and Disclosure Policy. The purpose of the
compendium is to provide context, background information and resources to assist stakeholders
comply with the mandated requirements in the Information Access, Use and Disclosure Policy.
The compendium is not mandatory unless the requirement is mandated in the policy.
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Introduction

Information in the WA health system is collected, accessed, stored, used and disclosed to
support the realisation of WA health system’s vision to have a sustainable health system that
delivers safe, high quality health care to all Western Australians. The functions of the System
Manager and Health Service Providers are defined in sections 20 and 34 of the Health Services
Act 2016. It is imperative that information is valued, available, shared, governed, trustworthy,
secure and protected to support these functions and the vision of the WA health system.
The Information Management Policy Framework specifies the information management
requirements to ensure the effective and consistent management of health, personal and
business information across the WA health system. The policy framework was recently updated
to ensure that information held within the WA health system is recognised as a valued asset.
The purpose of the updated policy framework is to:
•

•

•
•
•
•
•
•

optimise the value and quality of information to support the realisation of the WA health
system’s vision to deliver a safe, high quality, sustainable health system for all Western
Australians
maximise access and use of information to achieve the System Manager and Health
Service Provider functions in accordance with the Health Services Act 2016 and other
written laws
enhance transparent public reporting and real-time access to information to support
better services and outcomes, and a more accountable WA health system
minimise misuse and inappropriate disclosure of information
provide employees with the ability and knowledge to safely secure and protect sensitive,
confidential and appropriately classified information
promote appropriate fit-for-purpose information management governance models and
mechanisms
support the effective, efficient and consistent management of information through each
stage of the information lifecycle
foster the adoption of contemporary best practice for data integrity and information
management related processes, procedures and policies across the WA health system.
5

The Information Access, Use and Disclosure Policy has been updated to align to the
Information Management Policy Framework. The aim of the Information Access, Use and
Disclosure Policy is to facilitate lawful and appropriate information access, use and disclosure
by employees of the WA health system and enable information sharing. This resource
compendium explains key elements of the Information Access, Use and Disclosure Policy and
provides context and background information to support an understanding of the mandated
requirements.

6

3

Policy drivers

The key policy drivers for the Information Access, Use and Disclosure Policy are outlined in
Figure 1. The legislative and policy framework as well as the State and National health agendas
inform the Information Access, Use and Disclosure Policy.
Figure 1: Key Policy drivers
•
•
•
•
•
•
•
•
•
•
•
•

3.1

Commonwealth Legislation and Agreements
State Legislation
WA Service Priority Review
Productivity Commission’s Data Availability and Use Inquiry
Commonwealth agenda
State agenda
WA Sustainable Health Review
Policy Frameworks
WA Health Information Management Strategy 2017-2021
Review of Safety and Quality in the WA Health System
From Death We Learn 2017
WA Health Strategic Intent 2015-2020

Policy Drivers

Information Management Legislative and Policy Framework

The Information Management Policy Framework and mandated polices align to the legislation to
support effective information management within the WA health system.
A range of legislative requirements govern information in the WA health system. Although the
list below is not exhaustive, key legislation includes:
• Health Services Act 2016 and Health Services (Information) Regulations 2017
• Mental Health Act 2014
• Private Hospital and Health Services Act 1927
• Health (Miscellaneous Provisions) Act 1911
• Public Health Act 2016
• Children and Community Services Act 2004
• Commonwealth Privacy Act 1988 (Australian Privacy Principles)
•
•
•
•
•
•
•

Coroners Act 1996
Corruption, Crime and Misconduct Act 2003
Criminal Code Act Compilation Act 1913
Electronic Transactions Act 2011
Evidence Act 1906, Acts Amendment (Evidence) Act 2000
Freedom of Information Act 1992
Freedom of Information Regulations 1993
7

•

Health Act 1911

•
•
•
•
•
•

Health and Disability Services (Complaints) Act 1995
Human Reproductive Technology Act 1991
Medicines and Poisons Act 2014
Mental Health Act 2014
National Health and Medical Research Council Act 1992
State Records Act 2000

It is important that the collection, access, use, disclosure, storage and disposal of information
within the WA health system is lawful.
The Information Management Policy Framework enables the Department of Health, led by the
Director General as the System Manager, to undertake effective information management.
It is important that the Information Management Policy Framework and the policies within the
framework are aligned to contemporary evidence-based best practice and the legislative
framework.

3.2

Commonwealth Government agenda

3.2.1 Productivity Commission
The Productivity Commission’s Data Availability and Use Inquiry recommended national reforms
to overcome barriers and issues with Australia's current data system to move from one based
on risk avoidance, to one based on value, choice, transparency and confidence.1

3.2.2 National Data Commissioner
In 2018, the Office of the National Data Commissioner released an issues paper for consultation
for the New Australian Government Data Sharing and Release Legislation.2 The Office of the
National Data Commissioner has held a series of roundtables across the country to further
explore an appropriate data sharing and release legislative framework.

3.2.3 National Health Reform
The Commonwealth and the States have signed an addendum to the National Health Reform
Agreement. A significant inclusion in the addendum is the shift from purchasing for activity to
purchasing for value and outcomes. The addendum earmarks the development of pricing and
funding adjustments for Sentinel Events, Hospital Acquired Complications and Avoidable
Readmissions. A key part of the reform agenda is improved access and reporting of safety and
quality information.
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3.3

State Government agenda

3.3.1 Election commitment
The State Government has made an election commitment to improve information accessibility
and transparency for the Western Australian public health system.3

3.3.2 Service Priority Review
4

The Background Paper for the Services Priority Review identified a lack of comprehensive data
sharing legislation in WA in comparison to other jurisdictions. The paper recognised data as a
valued asset and explored options to improve data sharing. One of the key options was to
develop data sharing legislation. The potential for data sharing legislation is being explored.

3.3.3 Open Data Policy
The Whole of Government Open Data Policy aims to improve the management and use of the
public sector’s data assets in WA in order to deliver value and benefits for all Western
Australians. 5 A key focus of the policy is to facilitate greater release of appropriate and high
value data to the public in ways that are easily discoverable and usable.5

3.4

Sustainable Health Review

The Sustainable Health Review6 was released in April 2019. The review identifies eight
‘Enduring Strategies’ to promote the short, medium and long term sustainability of the health
system in WA.
The ‘Enduring Strategies’ are supported by 30 recommendations. The recommendations place
a strong community-centred focus on equity, prevention and providing seamless access to the
right services in the right settings. The recommendations also foster innovative solutions to
deliver effective and efficient services that are safe, high quality and patient-centred.
Information access and sharing was identified as a key area to support a sustainable health
system. Many of the review recommendations require better access and sharing of information.
The key information access and sharing related recommendations in the Sustainable Health
Review include:
•

“Recommendation 6(b) - Immediate transparent public reporting of patient outcomes
and experience.

•

Recommendation 16 - Establish a systemwide high value health care partnership with
consumers, clinicians and researchers to reduce clinical variation and ensure only
treatments with a strong evidence base and value are funded.

9

•

Recommendation 17 - Implement a new funding and commissioning model for the
WA health system from July 2021 focused on quality and value for the patient and
community, supporting new models of care and joint commissioning.

•

Recommendation 21 - Invest in analytical capability and transparent, real-time
reporting across the system to ensure timely and targeted information to drive safety
and quality, to support decision making for high value healthcare and innovation, and
to support patient choice.

•

Recommendation 22 - Invest in a phased 10-year digitisation of the WA health
system to empower citizens with greater health information, to enable access to
innovative, safe and efficient services and to improve, promote and protect the health
of Western Australians.

•

Recommendation 23 - Build a systemwide culture of courage, innovation and
accountability that builds on the existing pride, compassion and professionalism of
staff to support collaboration for change.

•

Recommendation 24 - Drive capability and behaviour to act as a cohesive, outwardlooking system that works in partnership across sectors, with a strong focus on
system integrity, transparency and public accountability.

•

Recommendation 28 - Establish a systemwide network of innovation units in
partnership with clinicians, consumers and a wide range of partners to quickly
develop, test and spread initiatives delivering better patient care and value.” 6

3.5

Review of Safety and Quality in the WA Health System

Professor Hugo Mascie-Taylor’s Review of Safety and Quality in the WA Health System
identified that safe, reliable healthcare depends on access to, and the use of, information that is
transparent and timely.7
Recommendation 11 in the review seeks to ensure that safety and quality performance
information is published. The review recommended that:
•

the WA health system should move towards greater transparency and publish, at a
minimum, hospital-level safety and quality performance data.

•

there should be a presumption in favour of publication at all times.

3.6

Health-related coronial inquests

The 2016 and 2017 ‘From Death We Learn’ reports place a spotlight on the health-related
coronial inquests that show the consequences to service delivery and the impact on patients
89
when information is withheld and not shared in the best interests of patients. , The 2017 report
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highlighted the legal provisions that were put into place after crucial information was not
shared.

3.7

9

WA Health Strategic Intent 2015-20

The vision of the WA Health Strategic Intent 2015-20 is to deliver a safe, high quality,
sustainable health system for all Western Australians.10
A key objective in the strategy is to continuously improve patient safety and quality of care
through effective delivery of information.10
Key information related enablers in the strategy include:
• improving information management and sharing to better support patient safety, quality
•
•
•

of care and care coordination
embedding effective and transparent governance and clinical leadership.
building organisational capacity and capability.
implementing policies, standards and processes which support patient-centred models of
10
care and help improve business processes.
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4

Information

The Information Access, Use and Disclosure Policy applies to all information generated,
collected, accessed, used, managed, stored and disclosed by the WA health system including,
but not limited to, information collected under the Health Services Act 2016, Mental Health Act
2014, Private Hospital and Health Services Act 1927, Health (Miscellaneous Provisions) Act
1911 and Public Health Act 2016.

4.1

Types and Forms of Information

Information refers to data that has been processed in such a way as to be meaningful to the
person who receives it. Data generally refers to unprocessed information. The terms ‘data’ and
‘information’ may be used interchangeably and should be taken to mean both data and
information. Types and forms of information may include:
• Information assets within the WA health system (refer to the WA health system Information
Register and the Instrument of Delegation – Health Information)
• patient health and personal information
• business/corporate information
• email and other correspondence
• digital files and systems, printed materials, video or sound recordings
• biological samples, physical samples or images
• statistics and graphs
• reports and briefing notes.

4.2

Health Information

All references to health information in the Information Access, Use and Disclosure Policy refers
to the meaning prescribed in the Health Services Act 2016.
Health information in the Health Services Act 2016 in section 213 means:
(a) information, or an opinion, that is also personal information, about:
(i) the health (at any time) of an individual; or
(ii) a disability (at any time) of an individual; or
(iii) an individual’s expressed wishes about the future provision of health services to the
individual; or
(iv) a health service provided, or to be provided, to an individual; or
(b) other personal information collected to provide, or in providing, a health service.
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4.3

Personal Information

The definition of personal information in the Health Services Act 2016 refers to the meaning
given in the Freedom of Information Act 1992 which is information or an opinion, whether true or
not, and whether recorded in a material form or not, about an individual, whether living or dead:
(a) whose identity is apparent or can be reasonably ascertained from the information or
opinion; or
(b) who can be identified by reference to an identification number or other identifying
particular such as a fingerprint, retina print or body sample”1
If information is personal, consideration should be given as to whether the information can be
collected, accessed, used and/or disclosure lawfully.

1

Freedom of Information Act 1992
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5

Access, Use and Disclosure

The terms ‘access’, ‘use’ and ‘disclosure’ are interrelated concepts, however the distinction
between these terms is important to understand.

5.1

Information access

An individual, role or group has access to information if they have the right or opportunity to use
or view information. An individual enacts this access when they use, view or access the
environment in which this information is held.

5.2

Information use

An individual, role or group uses information if they employ the information for some purpose,
put the information into service, turn the information to account, avail themselves of the
information or apply the information for their own purposes.
Within the WA health system, information use refers to the authorised or lawful communication
or handling of information by the Department, Health Service Providers and Contracted Health
Entities. This includes using information to perform the functions listed in section 20 and 34 of
the Health Services Act 2016. More specifically this may include but not is restricted using
information to perform functions such as service delivery, policy development, service planning,
evaluating health system performance and identifying emerging risks.

5.3

Disclosure

An individual, role or group discloses information if they cause the information to appear, allow
the information to be seen, make the information known, reveal the information or lay the
information open to view. Information sharing is considered a disclosure if a person allows
information to become available to another person who would not normally have access to it.

5.4

Disclosure models

Detailed information disclosure models can be developed for individual information assets
however these models must not contradict any requirements specified in the Information
Access, Use and Disclosure Policy. For example, a detailed Information Disclosure Model may
specify specific positions that must be consulted before the position with authority to disclose
information will approve the disclosure of information from the information asset.
An Access and Disclosure Model could require all users to adopt a Five Safes Framework. Predetermined shared controls within a framework could also form part of an Access and
Disclosure Model. An Access and Disclosure Model example is provided in Appendix 1.
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5.4.1 Disclosure register
Information registers can be developed for individual information assets to assist Custodians
and Stewards record and monitor disclosure activity. Typically registers would include:
• recipient details
• request details
• legal purpose
• disclosed data details.
The establishment of a disclosure register also offers Custodians and Stewards a tool to audit
and validate disclosure practices. A disclosure register could also include access details if it is
considered fit for purpose and appropriate to the specific circumstance of the information asset.
A disclosure register example is provided in Appendix 2.

5.5

Multiple users

Assess, use and disclosure can be granted for multiple users. Multiple users can include all staff
within the WA health system or a subset of staff such as a Health Service Provider or a specific
group.

5.6

Information requirements in other policies

Health Service Providers and the Department of Health are required to comply with information
disclosure requirements mandated in other policies such as the Media Communication Policy in
the Communications Policy Framework and the Freedom of Information Reporting within the
Public Health System Policy in the Information Management Policy Framework.

5.7

Information Sharing Guidelines (Public Health Act 2016)

The Public Health Act 2016 enables the collection of information about the incidence and
prevalence of diseases and other public health risks.
Section 300 of the Public Health Act 2016, requires the Chief Health Officer to issue guidelines
for the disclosure of information prescribed in section 299(3) and (4) of the Act and the request
of information prescribed in section 299(5) of the Act.
Under section 299(3) and (4) of the Public Health Act 2016, a public health official or an officer
of an enforcement agency may, in accordance with the guidelines, disclose relevant information
to another public health official, to an officer of an enforcement agency (other than the Chief
Health Officer), or to an officer of an information sharing agency.
Under section 299(5) of the Public Health Act 2016, a designated officer may, in accordance
with the guidelines, request an enforcement agency, a public authority or a department or

15

agency of the government of the Commonwealth, of another State, of a Territory or of another
country to disclose relevant information to the designated officer.
11

The Information Sharing Guidelines are a statutory requirement and support the general
sharing of ‘public health’ information. The guidelines do not limit and are separate to the
information sharing requirements outlined in Parts 9, 11 and 12 of the Public Health Act 2016.
More information on the Public Health Act 2016 is available on the About the Public Health Act
12
2016 website .

5.8

Confidentiality

This section should be read and enacted in conjunction with:
•
•
•

14

the WA Health Code of Conduct
13
the Patient Confidentiality Policy in the Legal Policy Framework
the Health Services Act 2016 and any other relevant legislation.

In the WA health system, the privacy of patients is protected through legislation such as section
219 of the Health Services Act 2016 and the WA Health Code of Conduct. There are a number
of exceptions to the duty of patient confidentiality, including where:
•
•
•
•
•

express or implied consent has been given for the disclosure by the patient or an
authorised representative
the law either requires or permits the disclosure
the disclosure is deemed to be in the public interest (authorisation must be sought
in this instance)
the collection, use or disclosure is of a statistical nature or other information that is
not personal information
the collection, use or disclosure of the information is authorised under section
220(1) of the Health Services Act 2016.

When using or disclosing information, consideration must be given to the risk of identifying
personal information.

5.8.1 Consent
Health information, under section 213 of the Health Services Act 2016, is defined as:
(a) information, or an opinion, that is also personal information, about:
(i) the health (at any time) of an individual; or
(ii) a disability (at any time) of an individual; or
(iii) an individual’s expressed wishes about the future provision of health services
to the individual; or
(iv) a health service provided, or to be provided, to an individual; or

16

(b) other personal information collected to provide, or in providing, a health service.
An individual’s consent is not required to disclose information when the information:
• is not health information or another type of personal information, or
• is not reasonably identifiable, that is, contains no identifying information nor is able
to be re-identified, or
• is aggregated or statistical information, or
• the information access, use or disclosure is required or authorised by law.
An individual’s consent is required when:
• the information is personal information and the use is unrelated to the use for which
the information was initially collected, and
•

the use or disclosure of that information is not required or authorised by law.

Guardian consent is required when:
•
the individual does not have the capacity to consent.
Section 216 of the Health Services Act 2016 enables the Department CEO to disclose health
information for purposes such as administering or enforcing the Act, managing Health Service
Providers and providing public health services. Disclosure under this section requires
compliance with regulation 3(2) of the Health Services (Information) Regulations 2017. This
regulation allows disclosure without consent if:
•
the Department CEO considers the disclosure reasonably necessary; and
•
the purpose cannot be met with non-personal information; and
•

it is impracticable to obtain the individual’s consent.

Section 217 of the Health Services Act 2016 allows the Health Service Provider CEO to
disclose health information to a person who has sufficient interest in the treatment, care, health,
safety or wellbeing of the patient without the requirement for consent subject to compliance with
regulation 4 of the Health Services (Information) Regulations 2017. To identify the delegated
authorised officer(s) to disclose health information under section 217 of the Act refer to the
relevant Health Service Provider Authorisations and Delegation Schedule.
Consent requirements in section 216 and 217 of the Health Services Act 2016 and regulations 3
and 4 of the Health Services (Information) Regulations 2017 only apply to the purposes
included in these respective sections of the Act.
Refer to the Patient Confidentiality Policy13 in the Legal Policy Framework for more information.
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5.9

Assurance checks and annual audits

It is a mandated requirement in the Information Access, Use and Disclosure Policy to undertake
quality assurance checks and annual audits. The aim of the assurance checks and annual
audits is to ensure local policies, processes and procedures do not restrict the access, use and
disclosure of information to perform legal purposes stipulated in the Health Services Act 2016,
the Health Services (Information) Regulations 2017 or other written laws. The assurance checks
and annual audits require a review of existing policies, process and procedures and an
assessment of their impact on information access, use and disclosure when it is permitted or
required by law. If a local policy, process or procedure is inhibiting the lawful access, use and/or
disclosure of information it should be reviewed and amended to enable the information to be
available to perform the lawful purpose. An assurance check template example is provided in
Appendix 3 and an audit template example is provided in Appendix 4

5.10 Contracted Health Entities
It is a mandated requirement in the Information Access, Use and Disclosure Policy for Health
Service Providers to manage contracted health entities to ensure compliance with the mandated
requirements in the Information Access, Use and Disclosure Policy. In accordance with the
Procurement and Contract Management Policy it is a mandated requirement for Health Service
Providers to manage all contracts and contractors to ensure ongoing compliance with the
Procurement Policy Framework and government practices and processes. The Procurement
and Contract Management Policy also mandates that Health Service Providers must consider
whether any policies under the Policy Frameworks are relevant to the delivery of those
healthcare services. Provisions need to be included in contracts to require Contracted Health
Entities to comply with the Information Management Policy Framework and the Information
Access, Use and Disclosure Policy. In lieu of this provision many of the requirements in the
Information Access, Use and Disclosure Policy are statutory obligations. It is the role of the
Health Service Providers to determine the appropriate processes, procedures and mechanisms
to manage contracted health entities within their remit of responsibility.

5.11 Culture of Information Sharing
A culture of information sharing is a key enabler to maximise information sharing to achieve the
System Manager and Health Service Provider functions in accordance with the Health Services
Act 2016 and other written laws. It is a mandated requirement in the Information Access, Use
and Disclosure Policy to create strategies and mechanisms, such as training and education
programs that support a culture of information sharing. The aim of this mandated requirement is
to require stakeholders to develop initiatives and resources that promote the access, use and
disclosure of information when it is permitted or required by law.
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5.12 Commercialisation of Information
Pursuant to section 35(1) of the Health Services Act 2016 a health service provider may earn
revenue by engaging in commercial activities that are not inconsistent with, and do not have an
adverse effect on, the performance of its other functions.
The information may be used or disclosed for commercial gain if it is permitted by law. Legal
advice should be sought if the identified legal provisions that permit the information to be used
for commercial gain are not clear.
The use or disclosure of information for commercial gain for research related projects must
comply with WA Health Research Governance Policy and Procedures which includes relevant
ethics approvals.
For the protection, management and commercialisation of Intellectual Property generated with
State Government resources, compliance with the Intellectual Property Management in WA
Health Policy is also required.

19

6
6.1

Legal Purposes
Lawful use and disclosure

Disclosure of confidential information may be lawful if legislation either requires or permits the
use and/or disclosure. In these situations, use and/or disclosure can be made in the absence of
an individual’s consent without incurring a criminal or civil liability and is not considered a
13
breach of confidentiality or of the code of conduct. Refer to the Patient Confidentiality Policy
for further information.
6.1.1

Required by law

Some legislation requires that certain information must be disclosed. In these circumstances it
is lawful to access, use or disclose information in accordance with the legislation. Examples
include:
• to comply with the Health Services Act 2016, information must be supplied if under an
order of a court
• to comply with the Public Health Act 2016, medical and nurse practitioners are required
to inform the Department of Health about incidences of notifiable infectious diseases.
6.1.2

Authorised by law

There are circumstances where access, use or disclosure of information is permitted and there
is no requirement to seek or attain an individual’s consent. The Health Services Act 2016
authorises collection, use or disclosure of information for circumstances such as to perform a
function under the Act, including functions in sections 20 and 34, or in another written law. An
exhaustive list of circumstances in which information can be collected, used or disclosed can be
found in section 220(1) of the Health Services Act 2016 and in the Health Services (Information)
Regulations 2017 (the Regulations).

6.2

Establishing the Legal Purpose

It is required that the legal purpose for information to be collected, used and/or disclosed is
established and any legal caveats or regulations are complied with.
A Purpose Test is a tool to quickly establish the legal purpose for which information can be
collected, accessed, used and/or disclosed. A Purpose Test streamlines the process to
establish the legal purpose and any legal caveats or regulations. The adoption of a Purpose
Test shifts the focus from an assessment based on the operational need to the legal purpose. A
Purpose Test also ensures recipients clearly understand the legal purposes for which the
information can be accessed, used or disclosed. An example of a Purpose Test is provided in
Appendix 5 and examples of the Purpose Test application are provided in Appendix 6.
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7
7.1

Risk Mitigation
Misuse, interference, loss, unauthorised access,
unauthorised modification

The WA Health Code of Conduct14 requires that employees maintain the confidentiality of any
personal or other information that becomes available to them in the course of their employment
and to only use the information in connection with their position. An employee accessing, using
or disclosing confidential and/or sensitive information must ensure it is protected from misuse,
interference, loss, unauthorised access or modification. This includes ensuring that information
remains secure while in transit.
Refer to the Information Security Policy15 found within the Information Communications
Technology Policy Framework and the Information Storage and Disposal Policy16 in the
Information Management Policy Framework for more information.

7.2

Risk assessment

When using or disclosing information it is important to include safeguards to ensure
confidentiality is not breached and that personal information is handled appropriately.
Consequences of breaches are damaging to both patients and the WA health system. The
likelihood of inappropriate use or disclosure occurring should be assessed by both user and
discloser. A risk assessment ensures that the operational purpose and function do not
compromise the integrity of information or the organisation.
Although many different types of risk mitigation strategies have been developed to manage
information sharing, a growing consensus internationally is the adoption of a Five Safes
Framework.17,18 The framework promotes information sharing by allowing users to effectively
manage sensitive and/or confidential information. On a national level the Australian Bureau of
Statistics has also adopted a Five Safes Framework approach.
The Productivity Commission recommended the development of a Commonwealth Data
Sharing and Release Bill to unlock the potential of data. A key element of the proposed
legislation is to ensure appropriate best practice risk management which includes the
implementation of a Five Safes Framework.
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The Five Safes Framework allows information

users to assess, identify and implement controls and risk mitigation strategies. It shifts the
ownership of risk management to all stakeholders. Research suggests that stakeholders
typically consider risks from their work related perspective.17

21

As illustrated in Figure 2 below, the Five Safes Framework broadens the information users’
focus on managing and controlling risks in five key areas.
Figure 2: Five Safes Framework

Source: Modified from ABS Five Safes Framework

Table 1 below provides information users a checklist to ensure risk mitigation strategies are
considered for each of the risk areas in the Five Safes Framework when accessing, using and
disclosing information. The degree of controls in place is dependent on the sensitivity and
confidentiality of information. This approach shares the risk burden between custodians and
information users within the WA health system.
It also lessens the risk of information breaches. A template and working example are provided
in Appendix 7.
The Five Safes Framework is not mandatory and can be used at the discretion of the
information user or a group of users. Similarly, when a custodian has made an assessment
using the Five Safes Framework, it could be shared with other custodians to improve the
timeliness of access to information and reduce duplication.
Table 1: Five Safes Framework Risk Mitigation Strategy Checklist
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User Checklist
Safe Purpose

Safe People

Safe Environment

Safe Data

Safe Outputs

• Is the purpose for which information is to be shared and used
appropriate?
• Is it for the public good and will it provide value?
• Are there unreasonable risks or detriments if the sharing does not
occur?
• Is the organisation receiving the information an appropriate
recipient?
• Do their staff have the right level of skills and experience?
• Will they restrict the information to the right people?
• Is the environment in which the information will be stored, accessed
and used appropriate?
• Does it have the right level of security?
• What is the likelihood of deliberate or accidental disclosure?
• Is the information to be shared appropriate for the proposed
purpose?
• If the data is to be de-identified, how will this occur?
• Is the proposed publication or disclosure of the information
appropriate? What is the risk of identifying individuals?

Source: Modified from Privacy and Responsible Information Sharing for the Western Australian public sector: Discussion paper
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7.3

Identification Risk Treatments

The Australian Bureau of Statistics have developed guidance on how to assess and treat
identification risks in microdata and aggregated datasets. Information users when disclosing
information may assess these risks as part of applying the ‘Safe Data’ and ‘Safe Outputs’
elements of the Five Safes Framework.
The information on the adoption of appropriate risk management practices for microdata and
aggregate datasets is available from the Australian Bureau of Statistics’ Managing the Risk of
Disclosure: Treating Microdata and Managing the Risk of Disclosure: Treating Aggregate Data
webpages.
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8

Information Management Governance

The State of Western Australia is the statutory owner of all assets including information assets.
Section 29(1)c of the Public Sector Management Act 1994 requires that CEOs and chief
employees undertake and plan for information management. Further to this, section 214(3) of
the Health Services Act 2016 states that “Information in a health information management
system is held on behalf of the State”.
Information access, use and disclosure authorisations at a system-wide level are described in
legislation, instrument of delegation and mandatory policies. These mandatory requirements
should be supported by local policies, procedures and guidelines that promote information
management governance through detailed authorisations, roles and responsibilities.
The Information Management Governance Policy is under development and will align to the
Information Management Policy Framework. The policy will mandate the governance model for
the management of information contained within information management systems. This
includes delegated authorities, roles and responsibilities for access, use and disclosure of the
information within the information management governance model.

8.1

WA health system Information Register

Information assets from across the WA health system are collectively listed in the WA health
system Information Register. Details listed in this register include the information asset name,
description and officer delegated responsibility for the collection. The document is dynamic and
may not necessarily be exhaustive at any given time.
The WA health system Information Register is maintained by the Information and Performance
Governance Unit within Information and System Performance Directorate at the Department of
Health.

8.2

Information Management delegation schedule

Under section 24 of the Health Services Act 2016, the Department CEO may delegate any of
their functions including information management functions and powers. These delegations may
be to Health Service Providers or staff members within the Department of Health and are
documented and authorised through the Instrument of Delegation – Health Information. The
Instrument of Delegation lists the approved Delegated Officer and the legislative powers they
have been delegated against the WA health system information asset(s) in the Information
Register.
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8.3

Requesting and authorising information release

It is a mandated requirement to maintain information request and release policies, processes
and/or procedures that support the access, use and disclosure of information for legal purposes
in the Health Services Act 2016, the Health Services (Information) Regulations 2017 or in other
written laws. An information request form, an information release form, an information release
contract and/or a memorandum of understanding could be adopted to achieve this mandated
requirement. It is, however, at the discretion of the authorising authority to determine, for their
circumstance, what local policies, processes and/or procedures best support the access, use
and disclosure of information. If forms are adopted they can be generic or fit for purpose to
address a specific need or circumstance. For generic examples of information request and
release forms, and an information release contract are provided in the sections below. An
example is also available of an information request form and release checklist that has been
designed to meet the specific circumstances relating to the disclosure of health information for
the planning provision, monitoring and evaluation of public services and health related research.

8.3.1 Information request form
The primary aim of an information request form is to ensure information users have access to
information that allows them to undertake legal purposes that they are authorised to perform by
law. The form should accommodate information requests for ongoing open access to part or all
of the information held when it is required or permitted for legal purposes that are authorised in
the Health Services Act 2016, the Health Services (Information) Regulations 2017 or in any
other written laws.
The key aim of an information request form is to:
•
•
•
•

ensure that health information requested is required or authorised by law
provide details of information recipients and the purpose for which the information is
requested
ensure that appropriate authorisations have been sought by the requestor
provide sufficient detail to ensure that the information disclosed is timely and fit for
purpose.

An Information Request Form could include:
•
•
•
•

the information requester’s details (i.e. name, position, work location and contact details)
the information recipient’s details (if not the same as the requester)
the information asset(s) from which the health information will be sourced (if known)
the legal purpose(s) for which the health information is required (refer to the Information
Access, Use and Disclosure Policy Resource Compendium)
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•
•
•
•
•
•
•

acknowledgement of compliance with any disclosure and confidentiality provisions and
conditions required by law for the legal purpose(s) being undertaken
parameters of information required
list of persons, roles or groups who will access the information (the form should
accommodate requests made on behalf of groups for ongoing legal purposes)
details of the risk controls which will be adopted to safely secure and protect sensitive,
confidential and appropriately classified information
details of how the health information will be stored securely
details of how the health information will be disseminated to others and to who the
information will be disseminated, if any
health information retention period and intended/required means of disposal (refer to the
Patient Information Retention and Disposal Schedule Policy for further information)

For information requests requiring ongoing access, an Information Request Form should only
need to be submitted upon the initial request, unless the legal purpose(s) changes. Ongoing
authorisations must be renewed on an annual basis as prescribed in the Information Access,
Use and Disclosure Policy.
An example electronic information request form is available. A hard copy of an example form is
provided in Appendix 8.

8.3.2 Information release form
The key purpose of an information release form is to ensure the information recipients are
provided with:
•
•
•

details about the information such as any caveats associated with the information
details regarding where the information is sourced
contact details of a subject matter expert that may be contacted for further details.

The release of information could consider the following:
•
•

compliance with the Information Access, Use and Disclosure Policy
consideration of the sensitivity and risk classification of information (refer to the
Information Classification Policy)

An Information Release Form could include:
•
•
•
•
•

person, role or group who supplied the information
person, role or group who are granted access and use of the released information
contact details of a subject matter expert for enquiries in relation to the information
the legal purpose(s) for which the information is being supplied
information system(s) from which the information was extracted
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•

health information specifications, limitations and caveats

•

evidence of HREC approval where applicable (refer to the Information Access, Use and
Disclosure Policy Resource Compendium)
evidence of approval in accordance with the relevant statutory or delegated authority.

•

An example electronic information release form is available. A hard copy of the form is provided
in Appendix 9.

8.3.3 Information release contract
The purpose of an information release contract or a memorandum of understanding is to ensure
information recipients understand the conditions of information release and the obligations
associated with receiving the information. An information release contract or a memorandum of
understanding could be completed when confidential and/or sensitive information is being
released to third parties outside of the WA health system.
The key aims of an information release contract are to:
•
•
•
•

define the conditions for access and use under which the information is provided
ensure information is accessed, used and stored in a manner which is secure and
protective
ensure there are conditions in place relating to third party disclosure
support information breach protocols.

An example of an information release contract is provided in Appendix 10. Note that the
information release contract example does not apply to research as a Data Transfer Agreement
Form is used for this purpose.

8.4

Access, Use and Disclosure of Information for Research
Purposes

Research, as defined in the WA Health Research Governance Policy and Procedures, is the
original investigation undertaken to gain knowledge, understanding and insight as described in
the National Health and Medical Research Council’s “Australian Code for the Responsible
Conduct for Research” 2018.
Access, use and disclosure of information for research purposes require specific governance
processes. These processes may be specific to local collections, and local policies, procedures
and guidelines.
One such governance process is ethical review of research projects. Research projects must
undergo ethical review and approval through a Human Research Ethics Committee (HREC) in
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accordance with the WA Health Research Governance Policy and Procedures. Reviews are
based on the National Statement on Ethical Conduct in Human Research (2007) Updated 2018
guidelines developed in accordance with the National Health and Medical Research Council Act
20
1992. Projects that require approval from a WA health system HREC for research purposes
include:
- requests for information by individual’s external to the WA health system
- research projects involving the use and disclosure of information from information assets
held by WA health system
- requests deemed by the custodian to be sensitive or requiring ethics approval.
Other governance processes may include approvals by Stewards through a governance policy
or by a research governance officer.
Requests for information to undertake research must be approved in accordance with the
Research Policy Framework
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requirements.
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Glossary

2

Term

Meaning

Access

Refers to the right or opportunity to use or view information. An
individual enacts this access when they use, view or enter the
environment in which this information is held.

Aggregated
information

Is summed and/or categorised information that is analysed and placed
in a format (for example, in tables or graphs) that prevents the chance
of revealing an individual’s identity (individual records cannot be
reconstructed).

Approved
governance
model

Refers to a model that has been approved by the relevant authorising
authority to govern the access, use, disclosure and sharing of
information when it is lawful. The governance model must comply with
other mandated policies and the relevant authorisation and delegations
schedule.

Consent2

Consent means a voluntary choice that is based on sufficient
information and an adequate understanding of both, the proposed
access, use and/or disclosure of the information, and the implications
of the access, use or disclosure.

Data

The term ‘data’ generally refers to unprocessed information, while the
term ‘information’ refers to data that has been processed in such a way
as to be meaningful to the person who receives it. The terms ‘data’ and
‘information’ are often used interchangeably and should be taken to
mean both data and information.

Data
Custodian

The person(s) responsible for the day-to-day management of a data
collection.

Data Steward

A position with delegated responsibility from the Director General of the
Department to manage a data collection.

Disclosure

A person discloses information if they cause the information to appear,
allow the information to be seen, make the information known, reveal
the information or lay the information open to view.

Duty of
confidentiality

Obligation imposed on persons by common law, statute and /or equity
which requires that information of a certain character (e.g. personal or
otherwise sensitive information) be treated in confidence by those to
whom it is made known or becomes known.

Modified from the National Statement on Ethical Conduct in Human Research (2007) Updated 2018
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Term

Meaning

Health
information

Has the meaning given in the Health Services Act 2016 in section 213
as: (a) information, or an opinion, that is also personal information,
about:
(i) the health (at any time) of an individual; or
(ii) a disability (at any time) of an individual; or
(iii) an individual’s expressed wishes about the future provision of
health services to the individual; or
(iv) a health service provided, or to be provided, to an individual; or
(b) other personal information collected to provide, or in providing, a
health service.

Information

The terms ‘information’ generally refers to data that has been
processed in such a way as to be meaningful to the person who
receives it. Information can be personal or non-personal in nature. The
terms ‘data’ and ‘information’ are often used interchangeably and
should be taken to mean both data and information in this policy.

Legal
purpose

Refers to the purpose that is authorised by the Health Services Act
2016, the Health Services (Information) Regulations 2017 or any other
written laws. It does not refer to the operational purpose or an
operational fit-for-purpose assessment.

Non-personal
information

Information from which a person’s identity is not apparent, and cannot
be reasonably ascertained. Whether information is truly non-personal
will depend on the context, including the nature of the information, the
number of people to whom it could potentially relate and the amount of
information proposed to be disclosed. Although a series of individual
pieces of information may not, on their own, enable the identity of an
individual to be ascertained, identification may occur when all the
pieces of information are combined together.

Operational
purpose

Refers to the purpose that an operational activity, action or procedure
is undertaken. It does not refer to the legal purpose that an activity,
action or procedure is undertaken.
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Term

Meaning

Personal
information

Has the meaning given in the Freedom of Information Act 1992 in the
Glossary clause 1:
Means information or an opinion, whether true or not, and
whether recorded in a material form or not, about an individual,
whether living or dead —
(a) whose identity is apparent or can reasonably be ascertained from
the information or opinion; or
(b) who can be identified by reference to an identification number or
other identifying particular such as a fingerprint, retina print or body
sample.

Reasonably
identifiable

Reasonably identifiable information is personal information. It includes
information such as an individual’s name, image, date of birth or
address; information that contains a unique personal identifier when
the holder of the information also has the master list linking the
identifiers to individuals; and information that the holder can merge or
link to other information they already hold, enabling them to identify
individuals.

Research

Original investigation undertaken to gain knowledge, understanding
and insight as described in the National Health and Medical Research
Council “Australian Code for the Responsible Conduct for Research”
2018.
The concept of research is broad and includes the creation of new
knowledge and/or the use of existing knowledge in a new and creative
way so as to generate new concepts, methodologies, inventions and
understandings. This could include synthesis and analysis of previous
research to the extent that it is new and creative.3

3

Sensitive
Information

Refers to information that might result in an adverse impact on an
individual, the WA health system, the government and/or other third
parties.

Use

A person ‘uses’ information if they utilise, handle, collect or
communicate information within the WA health system or employ
information for a purpose.

Source: Australian Code for the Responsible Conduct for Research 2018
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Appendix 1: Access and Disclosure Model Example
Information Classification
Unofficial

Official

Official: Sensitive

Information not related to
official work duties or
functions (the information
is not part of the business
of Government including
Department of State,
System Manager and
Health Service Provider
functions)
Not applicable

Information created or
processed in the WA health
system as part of the
business of Government
including Department of State,
System Manager and Health
Service Provider functions

Official information that could
result in damage to
individuals, organisations or
government if released

Approved by Data Custodian in
accordance with the Information
Access, Use and Disclosure
Policy – MP 0015/16 or any
other relevant policies

Approved by Data Custodian
and/or Data Steward in
accordance with the Information
Access, Use and Disclosure
Policy – MP 0015/16 or any
other relevant policies

o

Purpose for which
the information is
accessed and/or
disclosed

o

For a legal
purpose
authorised in the
Health Services
Act 2016

o

For a legal
purpose
authorised by
other written laws

Not applicable

Approval by the Data Custodian
or the relevant authorising
authority in accordance with the
applicable legislation and
policies

Approval by the Data Custodian
and/or Data Steward or the
relevant authorising authority in
accordance with the applicable
legislation and policies

o

Freedom of
Information

Not applicable

Approved by the Data Custodian
or the relevant authorising
authority in accordance with the
Freedom of Information Act
1992

Approved by the Data Custodian
and/or Data Steward or the
relevant authorising authority in
accordance with the Freedom of
Information Act 1992

o

Research

Not applicable

Approved by Data Custodian
and the relevant authorising
authorities in accordance with
the Research Governance
Policy – MP 0162/21 or any
other applicable policy or
procedure

Approved by Data Custodian
and/or Data Steward and
relevant authorising authorities
in accordance with the
Research Governance Policy –
MP 0162/21 or any other
applicable policy or procedure

o

Other (e.g. media
inquiries,
Ministerials, PQs
or other external
queries)

Approval by the relevant
authorising authority in the
Department of Health
Authorisations and
Delegations Schedule or in
accordance with any other
applicable instrument, policy
or procedure

Approval by the Data Custodian
or the relevant authorising
authority in the Department of
Health Authorisations and
Delegations Schedule or in
accordance with any other
applicable instrument, policy or
procedure

Approval by the Data Custodian
and/or Data Steward or the
relevant authorising authority in
the Department of Health
Authorisations and Delegations
Schedule or in accordance with
any other applicable instrument,
policy or procedure

Note: An Access and Disclosure Model could require all users to adopt a Five Safes
Framework. Pre-determined shared controls within a framework could also form part of an
Access and Disclosure Model. Note: The data custodian and steward are listed in the WA
health system Information Register.
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Appendix 2: Disclosure Registry Example
o

Disclosure
Date

Authorising
Officer

Recipient(s)
details

o

4 Aug 19

John Doe

CE WACHS

o

7 Aug 19

John Howard

Detective
Johnston

Information
Description
(type and
form
All WACHS
HR MOIR
Data via
encrypted
email

Information
Patient
Client
Records

Information
Classification

Legal Purpose

Disclosure
checklist
completed

Protected

Disclosed to
perform the
function in section
34(2)(a) to ensure
the operation of
the health service
provider are
carried out
efficiently,
effectively and
economically.

Completed

In confidence

Disclosed under
section 220(f)
under an order of
a court or other
person or body
acting judicially

Completed
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Appendix 3: Assurance Check Template Example
Quality Assuror name:
Quality Assurance date:
Policy/Process/Procedure title:
Quality Assurance Questions

o

o

o

o

o

Quality
Assurance
Response
Yes/No/NA

Issues and/or gaps identified

Actions required

Officer
Responsible

Scheduled
Action
Completion
Date

1. Is the policy/process/procedure aligned to the
Information Management Policy Framework
principles?
2. Does the policy/process/procedure support the
realisation of the WA health system’s vision to
deliver a safe, high quality, sustainable health
system for all Western Australians?
3. Does the policy/process/procedure support the
System Manager and Health Service Provider
functions in accordance with the Health Services
Act 2016 and other written laws?
4. Does the policy/process/procedure facilitate
improvements in effectiveness and efficiency of
service delivery such as in safety and quality
5. Does the policy/process/procedure improve
transparency and accountability?

o

6. Does the policy/process/procedure allow better
and more informed decision making?

o

7. Does the policy/process/procedure enable
stakeholders to understand when information is
authorised to be accessed, used or disclosed?
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Quality Assurance Questions

o

o

o

o

o

o

o

Quality
Assurance
Response
Yes/No/NA

Issues and/or gaps identified

Actions required

Officer
Responsible

Scheduled
Action
Completion
Date

8. Does the policy/process/procedure enable
stakeholders to access, use, disclose and share
information when it is lawful to do so and through
an approved governance model?
9. Does the policy/process/procedure enable
stakeholders to access, use, disclose and share
information in a manner that protects the privacy
of patients including sensitive, confidential and
appropriately classified information?
10. Does the policy/process/procedure promote a
culture that encourages information sharing when
permitted by law?
11. Does the policy/process/procedure enable
stakeholders to protect information from misuse
and inappropriate access and disclosure?
12. Does the policy/process/procedure enable
stakeholders to ensure volunteers comply with
any mandated requirements?
13. Does the policy/process/procedure enable
stakeholders manage contracted health entities to
ensure compliance with any mandated
requirements?
Other questions as deemed appropriate for the
policy/process/procedure.
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Appendix 4: Audit Template Example
Audit: Health Service Provider/Hospital
Auditor’s name:
Audit date:
Policy/Process/Procedure(s)
Name and Details

Quality Assured?
Yes/No

Issues and/or gaps identified

Audit actions and/or recommendations

o

o

o

o

o

o

o

o
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Purpose Test

Appendix 5
Section 34 – HSA 2016
Functions of Health Service Provider
(1) A health service provider’s main function is to
provide:
(a) health services stated in the service agreements for
the health service provider; and
(b) teaching, training and research that supports the
provision of health services as agreed with the
Department CEO; and
(c) any other services agreed with the Department CEO.
(2) A health service provider also has the following
functions —
(a) to ensure the operations of the health service
provider are carried out efficiently, effectively and
economically;
(b) to enter into, and comply with, service agreements
with the Department CEO and, if appropriate, with the
Commission CEO;
(c) to comply with the policy frameworks and Department
CEO directions that apply or relate to the health service
provider;
(d) to contribute to the development of, and implement,
WA health system wide plans that apply to the health
service provider and undertake further service planning
that aligns with the WA health system wide plans;
(e) to prepare and keep under review strategies —
(i) for the provision of health services by the health
service provider; and
(ii) to promote consultation with health professionals
working in the health service provider; and
(iii) to promote consultation with health consumers and
community members about the provision of health
services by the health service provider;
(f) to establish an efficient and effective procedure for
dealing with complaints about the provision of health
services by the health service provider;
(g) to report to the Department CEO on the provision of
health services by the health service provider;
(h) to monitor and improve the quality of health services
provided by the health service provider;
(i) to develop and implement corporate and clinical
governance arrangements for the health service
provider;
(j) to maintain land, buildings and other assets controlled
and managed by the health service provider;
(k) to cooperate with other providers of health services,
including providers of primary health care, in planning
for, and providing, health services;
(l) subject to any Department CEO direction and the
State Supply Commission Act 1991, to arrange for the
provision of health services by contracted health entities;
(m) to manage the performance of the health service
provider against the performance measures and
operational targets stated in the service agreements;
(n) to provide performance data, other data and any
other information the Department CEO may require to
the Department CEO;
(o) other functions imposed under this Act or another
written law;
(p) other functions necessary or incidental to the
functions mentioned in paragraphs (a) to (o).
(3) In subsection (2)(i) clinical governance arrangements means policies,
processes and systems for maintaining and improving —
(a) patient safety, quality and care; and
(b) the effectiveness and dependability of services
provided by a health service provider.

Health information as defined by section 213 of the Health Services
Act (HSA) 2016 relates to a patient’s health information.

(Identify the legal purpose)

Section 20 – HSA 2016
Functions of Department CEO
(1) The functions of the Department CEO
include:
(a) advising and assisting the Minister in
the development and implementation of
WA health system wide planning;
(b) providing strategic leadership and
direction for the provision of public health
services in the State;
(c) recommending to the Minister the
amounts that may be allocated from the
monies appropriated from the Consolidated
Account to health service providers;
(d) promoting the effective and efficient use
of available resources in the provision of
public health services in the State;
(e) carrying out certain functions of health
service providers as specified in service
agreements pursuant to section 51;
(f) managing WA health system wide
industrial relations on behalf of the State,
including the negotiation of industrial
agreements, and making applications to
make or vary awards;
(g) subject to subsection (3),
commissioning and delivering capital works
and maintenance works for public health
service facilities;
(h) classifying, and determining the
remuneration of, health executives and
their offices, and varying the classification
or remuneration;
(i) establishing the conditions of
employment for employees in health
service providers in accordance with the
requirements of any binding award, order
or industrial agreement under the Industrial
Relations Act 1979;
(j) arranging for the provision of health
services by contracted health entities;
(k) providing support services to health
service providers;
(l) overseeing, monitoring and promoting
improvements in the safety and quality of
health services provided by health service
providers;
(m) monitoring the performance of health
service providers, and taking remedial
action when performance does not meet
the expected standard;
(n) receiving and validating performance
data and other data provided by service
providers;
(o) other functions given to the Department
CEO under this or another Act.

Appendix 5: Purpose Test

If the legal purpose is to undertake other
functions under sections 20(o), 34(o) or
34(p), the functions need to be identified.
If the legal purpose is use and
disclosure by consent compliance with
the Patient Confidentiality Policy is
required.

Section 220 (1) – HSA 2016
For the purposes of this Act, the
collection, use or disclosure of
information is authorised if the
information is collected, used or
disclosed in good faith in any of
these circumstances:
(a) for the purpose of, or in
connection with, performing a
function under this Act or another
written law;
(b) for the purposes of
section 215 or Division 2;
(c) otherwise under this Act,
including in response to a request
made under section 61 or 218(2);
(d) under another law;
(e) to a court or other person or
body acting judicially in the
course of proceedings before the
court or other person or body;
(f) under an order of a court or
other person or body acting
judicially;
(g) for the purposes of the
investigation of a suspected
offence or disciplinary matter or
the conduct of proceedings
against a person for an offence or
disciplinary matter;
(h) if the information collected,
used or disclosed is personal
information — with the consent of
the individual, or each individual,
to whom the personal information
relates;
(i) any other circumstances
prescribed for this subsection.

If the legal purpose is for
another written law the
authorised purpose needs to
be identified.

Section 217 - HSA 2016 (Part of Division 2)
Section 216 - HSA 2016 (Part of Division 2)
The Department CEO may, in accordance with the
regulations, disclose health information for any of
these purposes:
(a) the administration or enforcement of this Act;
(b) the management of health service providers;
(c) the planning for, provision, monitoring and
evaluation of public health services;
(d) health related research, whether that research is
conducted by persons who are staff members of a
health service provider or persons employed or
engaged in the Department or other persons.
Health Services (Information) Regulations 2017
Regulation 3. Disclosure of information by Department
CEO (s. 216)
(1) In this regulation:
HREC means a human research ethics committee
constituted in accordance with, and acting in
compliance with, the National Statement on Ethical
Conduct in Human Research, as in force from time to
time, issued under the National Health and Medical
Research Council Act 1992 (Commonwealth)
section 7(1)(a).
(2) The Department CEO must not disclose health
information under section 216 unless —
(a) the individual to whom the information relates
consents to the disclosure; or
(b) the Department CEO is satisfied that —
(i) disclosure of the information is reasonably
necessary for the purpose for which it is to be
disclosed; and
(ii) the purpose for which the information is to be
disclosed cannot be achieved by providing information
that is not personal information; and
(iii) it is impracticable to obtain the consent of the
individual to whom the information relates.
(3) In addition to the requirements of subregulation (2),
the Department CEO must not disclose health
information under section 216 for the purpose of health
related research unless the research has been
approved by an HREC.

(1) In this section - relevant information
means health information that, in the
opinion of the chief executive of a health
service provider, is or is likely to be relevant
to any of the following:
(a) the treatment or care of a patient who
has been, is being, or will or may be,
provided with a health service by the health
service provider;
(b) the health, safety or wellbeing of a
patient who has been, is being, or will or
may be, provided with a health service by
the health service provider.
(2) The chief executive of a health service
provider may, in accordance with the
regulations, disclose relevant information
about a patient of the health service
provider to any person who, in the opinion
of the chief executive, has a sufficient
interest in the treatment, care, health,
safety or wellbeing of the patient.
Health Services (Information)
Regulations 2017
Regulation 4. Disclosure of information by
health service provider (s. 217)
The chief executive of a health service
provider must not disclose health
information to a person under section
217(2) if:
(a) the chief executive reasonably believes
that disclosure of the information would
pose a serious threat to —
(i) the life, health or safety of any individual;
or
(ii) public health or safety; or
(b) disclosure of the information would have
an unreasonable impact on the privacy of
the patient or another person; or
(c) the patient has requested that the
information not be disclosed to the person.

Health Services (Information) Regulations 2017
Regulation 5. Circumstances in which collection, use or disclosure of information is authorised (s. 220)
(1) For the purposes of section 220(1), the collection, use or disclosure of information is authorised in the following circumstances —
(a) the collection, use or disclosure is reasonably necessary to lessen or prevent a serious risk to the life, health or safety of any individual;
(b) the collection, use or disclosure is reasonably necessary to lessen or prevent a real or immediate risk of danger to the public;
(c) the collection, use or disclosure is for a purpose specified in a written agreement between the State and the Commonwealth, another State or a
Territory entered into by a Minister of the State or the Department CEO;
(d) the collection, use or disclosure is for the purposes of, or in connection with, obtaining legal advice or representation on behalf of —
(i) the Department CEO or the State; or
(ii) a health service provider; or
(iii) an individual who is or was a staff member of a health service provider if the individual is indemnified by the State in respect of liability incurred
by the individual as a staff member of the health service provider;
(e) the collection, use or disclosure is for the purposes of, or in connection with, an application to the State Administration Tribunal for a
guardianship order or an administration order under the Guardianship and Administration Act 1990.
(2) For the purposes of section 220(1), the disclosure of information is also authorised in the following circumstances —
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(a) the disclosure is to an individual who is or was a staff member of a health service provider for the purposes of the individual’s compliance with
reporting requirements under another law;
(b) the information relates to an individual who is deceased and the disclosure is in response to a written request from —
(i) a coroner, a coroner’s registrar, a coroner’s investigator or a member of the staff of a coroner’s court in connection with an investigation into the
death of the individual; or
(ii) a medical practitioner who is performing a post mortem on the body of the individual at the direction of a coroner.

Appendix 6: Purpose Test Application Examples
Example 1
Task:
You work for the Department of Health and want to use financial and workforce information to
improve the efficiency of the WA health system.
Purpose Test:
Under Section 220(1)(a) of the Health Services Act 2016 the collection, use or disclosure of
information is authorised if the information is collected, used or disclosed in good faith for the
purpose of, or in connection with, performing a function under this Act or another written law.
System manager functions under the Act are listed in Section 20 of the Health Services Act
2016. The function that you are undertaking is in connection to Section 20(1)(d) to promote the
effective and efficient use of available resources in the provision of public health services in the
State.
Purpose Test Result:
The legal purpose is to perform the function listed in Section 20(1)(d) of the Health Services Act
2016.
Example 2
Task:
You work for a public hospital and want to use inpatient information to assess the effectiveness
of a new program.
Purpose Test:
Under Section 220(1)(a) of the Health Services Act 2016 the collection, use or disclosure of
information is authorised if the information is collected, used or disclosed in good faith for the
purpose of, or in connection with, performing a function under this Act or another written law.
Health service provider functions under the Act are listed in Section 34 of the Health Services
Act 2016. The function that you are undertaking is in connection to Section 34(2)(a) to ensure
the operations of the health service provider are carried out efficiently, effectively and
economically.
Purpose Test Result:
The legal purpose is to perform the function listed in Section 34(2)(a) of the Health Services Act
2016.
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Example 3
Task:
You work for a health service provider and want to use information from the cancer registry to
evaluate the effectiveness of services provided to cancer patients.
Purpose Test:
Under Section 220(1)(d) of the Health Services Act 2016 the collection, use or disclosure of
information is authorised if the information is collected, used or disclosed in good faith for
another written law. The information in the cancer registry is a statutory collection under the
Health (Miscellaneous Provisions) Act 1911 and Health (Western Australian Cancer Registry)
Regulations 2011. Regulation 10(4)(a) of the regulations permits information from the cancer
registry to be kept for the purposes of planning, monitoring and evaluation of services for the
control of cancer and the care of cancer patients in Western Australia.
Purpose Test Result:
The legal purpose is to perform the purpose permitted under regulation 10(4)(a) of the Health
(Western Australian Cancer Registry) Regulations 2011 which is to evaluate services for the
care of cancer patients.
Example 4
Task:
You work for the Department of Health and want to benchmark health service provider
performance to identity safety and quality improvement opportunities.
Purpose Test:
Under Section 220(1)(a) of the Health Services Act 2016 the collection, use or disclosure of
information is authorised if the information is collected, used or disclosed in good faith for the
purpose of, or in connection with, performing a function under this Act or another written law.
The System Manager functions under the Act can be identified in the Section 20. The function
that you are undertaking is in connection to Section 20(l)) to oversee, monitor and promote
improvements in the safety and quality of health services provided by health service providers.
Purpose Test Result:
The legal purpose is to perform the function listed in Section 20(l) of the Health Services Act
2016.
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Appendix 7: Five Safes Framework
The WA health system’s Five Safes Framework allows users and disclosers to identify risks and
implement controls and risk mitigation strategies. The model also provides a means for aligning
the degree of control required in a manner that is appropriate for the information (refer to
Information Classification Policy). It ensures information risk management is a consideration
across the organisation when information sharing is occurring.
The column to be completed in the template below is dependent on the information that has
been received or being disclosed. It is the responsibility of the information recipient to have the
appropriate controls to minimise the risk of unauthorised access, misuse and inappropriate
disclosure. It is the responsibility of the discloser to assess requests in line with five safes
framework.
Table 2: Five Safes Framework Template

o

Safe Purpose

Safe People

Safe
Environment
Safe Data

Safe Outputs

Aggregated Non
Personal Data and
Non Sensitive
Information
No or Limited
Controls
List the controls
No or Limited
Controls
List the controls
No or Limited
Controls
List the controls
No or Limited
Controls
List the controls
No or Limited
Controls
List the controls

Event Level Non
Personal Data and Non
Sensitive Information

Event Level Personal Data and/or
Sensitive Information

Moderate Controls

High Controls

List the controls
Moderate Controls

List the controls
High Controls

List the controls
Moderate Controls

List the controls
High Controls

List the controls
Moderate Controls

List the controls
High Controls

List the controls
Moderate Controls

List the controls
High Controls

List the controls

List the controls
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In Table 3 below, an example is provided for controls that may be put into place if the
information was event level data and/or it is sensitive.
Table 3: Five Safes Framework Example

o

o

Safe Purpose

Safe People

Aggregated Non
Personal Data and Non
Sensitive Information

Event Level Non
Personal Data and Non
Sensitive Information

Event Level Personal Data and/or
Sensitive Information

Example for
Aggregated Non
Personal Data and Non
Sensitive Information
No or Limited Controls

Example for Event Level
Non Personal Data and
Non Sensitive
Information
Moderate Controls

Example for Event Level
Personal Data and/or Sensitive
Information

Purpose Test
undertaken and the legal
purpose is identified.

Purpose Test undertaken
and the legal purpose is
identified. The Information
Access, Use and
Disclosure Policy
reviewed.
Moderate Controls

Purpose Test undertaken and the
legal purpose is identified.
Disclosure training completed.

Trained to use Five Safes
Framework to minimise
risks and shared controls
to other users.
Moderate Controls

Information management training
completed. Trained to use Five
Safes Framework and shared
controls to other users.
High Controls

Password required
accessing system and a
separate password
required to access file.

File classified as confidential in the
title. Restricted directory
established. A password is required
to access the system and a
separate password is required to
access the file. Hard copy
information kept in secure location.
Information in transit is encrypted.
High Controls

No or Limited Controls
Trained to use Five
Safes Framework to
minimise risks.

Safe
Environment

Safe Data

No or Limited Controls
Password required to
access system.

No or Limited Controls
Data quality caveats
identified and
understood.

Safe Outputs

No or Limited Controls
Data quality caveats
identified and
understood.

Moderate Controls

High Controls

High Controls

Data quality caveats
identified and understood.
Data reviewed to ensure
no patient is likely to be
re-identified.
Moderate Controls

Direct identifiers are removed and
the data is further reviewed to
remove information not required for
the purpose.

Data quality caveats
identified and understood.
Outputs reviewed to
ensure no patient is likely
to be re-identified.

Direct identifiers are removed and
the outputs are further reviewed to
remove fields and elements from
outputs that not required for the
legal purpose.

High Controls

Note: A Five Safes Framework with key pre-determined shared controls could be incorporated
into a disclosure model and/or release agreement when applicable.
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Appendix 8: Information Request Form Example
For an electronic version of this form click the link: Information Request Form (excel) or (word)
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Information Request Form Example (cont.)
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Information Request Form Example (cont.)
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Appendix 9: Information Release Form Example
Note: The information release form example does not apply to research as a Data Transfer Agreement
Form is used for this purpose.
For an electronic version of this form click the link: Information Release Form (excel) or (word)
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Information Release Form Example (Cont.)
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Information Release Form Example (Cont.)
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Information Release Form Example (Cont.)
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Information Release Form Example (Cont.)
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Information Release Form Example (Cont.)
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Appendix 10: Information Release Contract Example
Note: The information release contract example does not apply to research as a Data Transfer Agreement Form is
used for this purpose.
The following contract is designed to protect the confidentiality and integrity of health information and patient data
after its release upon request to an internal (WA health system) or external individual, department or organisation.
OBLIGATIONS OF THE REQUESTOR
By signing the contract, the requestor:
•

Agrees to maintain the information in a confidential and secure manner in the location to which it was
originally released.
• Acknowledges that the information released remains the property of the WA health system.
• Agrees to, under no circumstances, pass on or divulge the released data to a third party without the prior
approval of the Information Custodian.
• Agrees not to use the information for any purpose other than that for which it was originally requested.
• Agrees that the source of the information will be properly referenced whenever it is used in publications.
• Agrees not to copy or store parts or the whole of the released dataset in a directory that may be accessible
to anyone else.
• Agrees not to leave printouts of datasets in any form in an area accessible to anyone else.
• Agrees to destroy all copies of the information and hard copies upon completion of its use for the purpose
intended and inform the disclosing officer of the outcome and agrees to supply a completed Data Destruction
Certificate to the disclosing officer.
DISCLAIMER
All information/data provided is accurate and up to date at the time of release. WA health system cannot be held
liable for the accuracy of the reports based on the analysis of the data.
CONTRACT

I _____________________________________________________________ (please print)

Of __________________________________________________ department/organisation
Acknowledge that I have read and agree to the above provisions of the contract and indicate the intended use of the
information requested as follows:_________________________________________________________________________________
I agree to retain the data in the following location in a secure manner:_________________________________________________________________________________
Signed: _______________________________________
Position/Title: __________________________________ Date: _____________________________

Witnessed by __________________________ Position: ____________________________________

Signature: ____________________________ Date:

________________________________
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Request Number: _____________________ Received by: ____________________________________
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This document can be made available in alternative formats
on request for a person with a disability.
© Department of Health 2019
Copyright to this material is vested in the State of Western Australia unless otherwise indicated. Apart
from any fair dealing for the purposes of private study, research, criticism or review, as permitted under
the provisions of the Copyright Act 1968, no part may be reproduced or re-used for any purposes
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